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Abstract: Digital watermarking constitutes a fundamental technical pillar for addressing the visual trust crisis engen-
dered by Artificial Intelligence-Generated Content (AIGC). Existing digital watermarking survey literature is predomi-
nantly confined to a static classification perspective, rendering it inadequate for elucidating the continuously escalating
dynamic adversarial co-evolution between watermarking defenses and attack methodologies. To this end, grounded in the
perspective of security game theory, and aiming at analyzing the current status of digital watermarking technologies, this
paper proposes a "Prevention-Tracing-Resistance" ternary analytical framework oriented toward the full lifecycle of
AIGC. Within this framework, the core mechanisms of watermarking technology are systematically examined across
three principal dimensions: (1) interdicting unauthorized data mining to achieve source-level governance of the content
generation process; (2) copyright provenance tracing and identity authentication for high-dimensional synthesized forg-
ery content; and (3) resisting deep adversarial erasure attacks to ensure the robust persistence of embedded watermarks.
Finally, the critical challenges pertaining to insufficient cross-modal generalization capability and the continuous escala-
tion of adversarial attack models are analyzed, and future evolutionary trajectories of proactive defense watermarking are
prospected. This paper aims to provide a systematic reference framework for both theoretical inquiry and engineering
practice in next-generation AIGC proactive defense systems, thereby fostering the secure and sustainable development of

a trustworthy AIGC ecosystem.
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